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serve the needs of comand. Comunications permt

command to exert personal influence in the exercise

of command and control over a larger force and a
| arger area. Another purpose of mlitary communications is
to sinplify and hasten the transfer of information between
individuals and groups of individuals. In this sense,
conmuni cat i ons support oper ati ons, intelligence,
| ogi stics, and admnistration—all are necessary to the
exerci se of command.
Modern mlitary communications depend on progressive
signal devel opnent and its effect upon nmilitary science.
As these fields becone nore conplex, the interdependence
i ncreases proportionately. Margins of error and efficiency
beconme nore critical. Throughout the history of mlitary
comuni cations, the common doctrine of reliability, speed,
and security has never changed. These unaltered goal s has

The primary purpose of mlitary conmmunication is to

never been conpletely achieved, in spite of the
significant technol ogi cal advances in recent years.
Experienced operators are the key factor in the

achievenent of these goals. This volune is designed to
provi de the conmuni cations-conmputer systens operator with
the know edge needed so the goals of conmunications may
sonmeday be conpl et e.

Communi cat 1 ons Systens

In this section we’ll |ook at how the devel opnent of past
mlitary conmuni cat i ons has evol ved into today’ s
Conmruni cat i ons- Systens career field.



Devel opnents in mlitary communi cations

Progress in the field of mlitary comunications can be
divided into several overlapping periods. Each period has
been preceded by a change in a mlitary operational
concept resulting fromthe creation of new weapons systens
and anplified international political interests. W Il now
di scuss t hese peri ods and see how  our noder n
comuni cati ons systens have evol ved:

a. Before 1860.

b. 1860 to 1900.

c. 1900 through Wrld War 11

d. End of World War Il to 1960.
f. 1960 to the present.

Bef ore 1860

In this period the principle neans of comunications were
nessengers, vi sual signals (like snoke, hand, and
semaphore flag), and sound (like druns or gunfire). It was
in this era that the often over-burdened pigeon provided
t he first conparatively rapi d “l ong di st ance”
comuni cations capability. The stimulus for transition
from this period was the requirenment for nore effective
command control as mlitary forces increased in size and
the lines of conmunication | engthened.

1860 to 1900

In this period, the tel egraph becane the first electrica
nmeans of conmmunication. Arny ground forces installed and
operated conparatively extensive and rapid systens, using
wire circuits between termnals. It’'s interesting to note
that the “dot-dash” nethod of the early days has its place
in nodern comunications systens, nmainly as a reliable
backup for nore advanced neans.

1900 t hrough World Var |

The introduction of radio marks the beginning of the next
period. Shortly after 1900, navies installed wreless
radio aboard ships to maintain intership communications
and contact with strategically placed shore stations. Wth
this advanced comuni cation capability, fleet control was
ext ended over an ever greater area. Simultaneously, armes
using radio to link land line conmunications conplexes,
established limted global systens. It was in this period
t hat oceani c subnarine tel egraph cables were installed for
mlitary use. These provided an alternative neans for the
new “l ong-haul” radio capability.

QO her innovations of the period due to Wrld War 11
i ncluded vehicular mounted radio and airborne radio used
as an aid to navigation Mlitary operations relied nore on
mlitary comunications. Wth the developnent of high-



speed and nobile radio techniques, the need for
communi cations security neasures that woul d deny the eneny
access to transmtted information becane critical and
urgent.

Roughly from 1920 to 1945 nany inprovenents were realized.
By 1939 history proved that the greatest advances in the
field of conmunications and electronics were nmade due to
war. In Wrld War Il the “dobal Concept” of mlitary
comuni cations reached its peak. This, of course, was
essential to successful coordination and control of a
global war. To solve the problem of volunme and speed
necessary to support fluid mlitary situations that were
wor |l dwi de in scope, the teletypewiter becane the backbone
of mlitary communications systens. Al though advances in
sem aut omati c techni ques of nessage transm ssion and rel ay
further increased speed, they also showed the need for
both mnmachine and procedural conpatibility anong allied
forces.

End of World War Il to 1960

A revol ution of changes in weapons systens and concepts of
operations marked the period fromthe end of Wrld Var I1
to the 1960s. But, in this period of developnent the
mlitary communications structure was altered very little.
d obal teletypewiter networks continued to carry the bulk
of mlitary traffic with only evolutionary refinenents,
and it becane increasingly obvious that these facilities
were falling behind the requirenments of the user. Wile
online cryptography, tape automatic relay equipnent
stations, and nmultichannel techniques inproved system

capabilities. Inherent |imtations of the prevalent HF
| ong-di stance comuni cations circuits, and the fundanent al
phi | osophy of human- oper at ed net wor ks bet ween

comuni cations conplexes could not cope with the speeds
necessary in command and control of current mlitary
assets.

1960 to the present

The enphasi s in comruni cati ons devel opnent since the 1960s
has been towards systens featuring mnultinode operation and
improved transmission nedia. Efforts in research and
devel opnment have produced systens which submt to six
basi c features:
(1)Witer- t o- r eader servi ce, in addition to
conventi onal nessage sw tching.

(2) Multi-node operation (voice, data, facsimle, and
even tel evision) over a comopn circuit.

(3) More sophisticated transm ssion neans, such as
satel lite comuni cations techni ques.

(4) Integral transm ssion security.



(5) Inproved resistance to natural or human disruption.

(6) Integration of comrunications subsystens into the
operational systens they support.

Types of comruni cati on systens

Have you ever wondered how the crew on a refueling tanker
knows when and where to neet the aircraft it is to refuel?
Have you also ever wondered how the Ar Force tasks
commands for personnel needed to conplete it’s mssions
around the world? Well, wthout the use of the Automatic
Digital Network (AUTODIN), the backbone of the Depart nent
of Defense’s (DoD) conmunications network, many tasking
and refueling orders would take a whole |ot |onger to get
to the individuals who need them In this |esson, you are
introduced to the Automatic Digital Network and the work
centers that utilize it, fromthe fixed Tel econmuni cati ons
Centers (TCCs) and finally the Mbile Conmunications
Systens that can establish communications from anywhere in
the world at anytine. Let’'s begin with the Automatic
Digital Network or AUTOD N

Automatic Digital Network (AUTCDI N)

TCCs are able to provide worldw de comruni cati ons because
of the Automatic Digital Network (AUTODIN). This highly
conmputerized store and forward network is both reliable
and secure. The authorized users of AUTCDIN are limted to
transmtting official business that is best sent by
el ectronic transm ssion. AUTODIN Swi tching Centers (ASCs)
are the backbone of this network. ASCs are commonly
referred to as Major Relay Stations and generally support
| arge volunmes of nessage traffic over |arge geographic
regions. Another type of relay station on AUTCDIN is the
M nor Relay Station. They function simlar to the ASCs;
however, Mnor Relay Stations also act as TCCs for the
installations they are located on. Mnor Relay Stations
have far less tributaries connected to them and handle
smal | er geographi c regions.

TCCs are tributaries or termnal stations in reference to
the ASC or relay it is connected to. Conmmunication |inks
connect the TCC to it’'s ASC or relay station. The type of
communication link may vary from installation to
installation, but is usually one of the followng five:
t el ephone lines, coaxial cable, mcrowave |links, satellite
links, or fiber optic lines. In nost instances TCCs are
connected to only one ASC, but sone Dual Tributary
Stations do exist.

A nessage is transmtted froma TCC and received at an ASC
or Mnor Relay Station via the communication link. This is
where the store and forward process occurs. A conplete
copy of the nmessage is received at the ASC or Mnor Relay



Station, stored on disk, then queued and forwarded on to
it’s destination. This happens at every relay station the
nessage passes through, giving a traceable route travel ed
in case the nessage nust be tracked down for sone reason.
At each location the nessage is relayed through, it nust
al so be encrypted or decrypted to ensure the security of
the nmessage. There are two types of cryptographic devices
that may be used to conplete this mssion. The first is
t he KG 84A which encrypts and decrypts nessage traffic on-
line. On-line neans that the actual device is placed in
the path the nessage nust travel and the encrypting or
decrypting takes place automatically. The second device is
the KL-51. It encrypts and decrypts nessage traffic off-
line or manually. The operators at stations utilizing KL-
51s have to type the nmessage in the device and then
transmt the encrypted nessage over the lines. The
receiving station then has to reverse the process, typing
the encrypted mnessage into a KL-51 and getting the
decrypted text of the nessage back.
For exanple, this is how a nessage transmtted from
Keesler AFBs TCC would arrive at the TCC of Senbach AB,
Ger many.

1. The message would be transmtted from Keesler’'s TCC

after being certified and encrypt ed.

2. The ASC in Al bany, Ceorgia receives the nessage via a
communi cation link that connects with Keesler. The
nessage is decrypted, and stored in the ASC s
conput er.

3. The nessage is then encrypted and forwarded via a
communi cation link to the ASC in the United Ki ngdom
There it is decrypted, stored, encrypted, and
forwarded to the next relay station

4. The nessage is t hen recei ved Vi a anot her
communi cation link at the ASC in mainland Europe. It
is decrypted, stored, encrypted, and forwarded to the
next relay station.

5. The nessage is received at the M NOR RELAY STATI ON at
Ranstein AB, GCernmany by another comunication |ink.
Once again it goes through the decryption and
encryption process, along with the store and forward
process before going back onto a comunication |ink
headed for it’'s final destination

6. Finally, the nessage reaches Senbach AB, Germany
where it is decrypted and made ready for receipt by
the TCC operators.

TCC personnel prepares the nessage for pick up by the
custonmer to whom it is addressed. The speed at which the



nessage is processed wll be discussed later, but the
precedence and traffic conditions in AUTODI N determ nes
how quickly the message reaches it’s final destination.
That could be in mnutes or possibly a few hours.
Nevert hel ess, AUTODIN stands by secure and reliable
processi ng.

Rol es

TCCs, based on how they operate and the types of nessages
they deal wth, have two roles. The first is what is
referred to as a common user/general purpose activity.
This means the TCC is able to process a variety of
nessages, such as admnistrative, logistical, statistical
and operational. It also nmeans the TCC can support a
variety of different users. In today’s Air Force you may
find nore than one Conmmand at an installation. TCCs are
able to support processing message traffic for all the
Conmands, or any unit which nmay cone to that installation.
The second role of a TCC is referred to as a dedicated
user/specific purpose activity. This neans that a TCC is
able to process a variety of nessages for a single, or
specific user only. An exanple would be an Intelligence
Center. This would be a TCC that only receives nessages
dealing with intelligence gathering and reports. The only
aut horized wusers of this type of TCC would be those
i ndi viduals who work in the intelligence field.

Types of Messages

In both roles of the TCC, we will process nessages. Those
nessage nay be admnistrative, logistical, statistical,
and/or operational. Al of the nessages fall into two

categories or two types of nessage patterns: Narrative or
Data. A narrative pattern nessage is one where the text of
the nmessage is read like a narrative book. A data pattern
nessage is a nessage that is incorporated into a conputer
systemto update existing records.

Fi xed Communi cati ons Systens
Al mlitary installations around the world have a need
for communications, or to send information from one

| ocation to another. At nost installations, there is a
fixed Tel ecomuni cations Center (TCC). A fixed TCC is a

work center where all of the equipnment used in the
comuni cations process between other installations is
inside a non-noving permanent structure. Information is

sent over existing comunication |inks, such as telephone
lines. The idea is to have one central |ocation on an
installation where squadrons can bring nessages to be
transmtted to other installations, or receive nessages
that were transmitted from other installations. TCCs are
responsi ble for providing secure and reliable electronic



record conmuni cations processing worldw de. This includes
transmtting and receiving nessages for nost of the
activities at an installation.

Depl oyabl e Conmuni cati ons Systens

Fortunately, the United States has not had to fight a war
in the continental United States since the Cvil War. This
means U.S. mlitary troops have had to travel around the
world to protect interests of the U S. Governnent. How do
we provide conmmunications in those far off reaches of the
gl obe? That is what we are going to discuss at this time:
Depl oyabl e Conmmuni cati ons Systens. The idea is to have the
equi prent, personnel, and supplies available to Dbe
transported anywhere on earth within the shortest anount
of time to establish comunication support for an
operation. The facilities may be in tents, in the backs of
vehicles, or in airplanes. Comanders in the field are
able to comuni cate with personnel back at headquarters on
the situation, prepare strategies, and receive or send
reports without having to wait days for the next airplane
or helicopter to deliver nessages. There are two types of
depl oyabl e conmuni cat i ons support t hat Air For ce
comuni cators provide to commanders in the field: Initia
Conmruni cations  Support and Sustained Communi cations
Support.

Initial Communi cations Support

Initial Conmuni cations  Support means  communi cati ons
equi prrent is available to support wartine and contingency
taskings within 24 hours. Equipnent wutilized in this
instance is the Quick Reaction Package (QRP) and the Wng
Initial Comunications Package (WCP). The QRP setup uses
a UGC-129 teletypewiter set and the WOCP, a UYK-83
communi cations termnal. The operators who provide the
initial comrunications support usually stays in the area
of the tasking for 30 to 90 days or wuntil sustained
comuni cati ons support can be established.

Sust ai ned Communi cati ons Support

Sustai ned Conmuni cations Support neans conmuni cations
equi pnent is available to support wartinme and contingency
taskings within 72 hours after initial response throughout
the duration of the contingency. Equipnent utilized in
sustai ned comuni cations support range from automated
conputers to the manual teletypewiters wutilized in
initial conmunications support. Here is a list of the
avai | abl e equi pnent:

Conmruni cations Gateway System 100 (CGS-100), a nulti-
function comunications termnal wth a w ndows operating
system UYK-83, a Zenith 248 comunications termnal wth
the DOS operating system the UGG 144, a nenu driven



comuni cations termnal; and the UGC129, a nanual
tel etypewiter.

Sust ai ned conmuni cati ons support, when in place, provides
commanders in the field with the ability to comrunicate
with installations around the world, within a short anount
of tinme.

Conti ngency Processing

You have all heard the notto for the Pony Express; “The
mail nust get through!” WlIl, the sanme goes for all
nessages processed in TCCs. Equi pnent mal functions, 1ink
probl ens, natural disasters, and/or manmade m shaps can
disrupt the flow of nessage traffic. How do we get the
nmessages through, then? This is where Contingency
Processing comes in. W will discuss the various ways that
TCCs are going to ensure that nessages get to their final
destinations, starting with the Wrldw de AUTODI N Rest or al
Plan (WARP) .

WARP (Wor | dwi de AUTCDI N Restoral Pl an)

The purpose of the Wrldwi de AUTODIN Restoral Plan (WARP)
is to establish procedures for restoring nessage traffic
to AUTODIN stations in the event an AUTODIN facility is
unable to receive nessage traffic. This plan applies to
all government agencies serviced by AUTCDIN. Warp is an
“on-paper plan” only, ASCs have an on-line program that
all ows WARP to be inplenented. WARP uses alternate routing
(altroute), or back up plans to ensure nessages get
through AUTOCDIN to their final destination. It is capable
of restoring AUTODI N service in three altroute phases:
Phase Traffic for a downed tributary is forwarded
[ to an alternate station connected to the sane
ASC.
Phase Traffic for a downed tributary is forwarded
HE to an alternate station connected to a
di fferent ASC.
Phase Restores traffic to AUTODIN stations in the
[11: event that an ASC becones inoperable. One ASC
is going to take responsibility for another,
this is known as rehom ng.

It may becone necessary for your station to serve as an
altroute site for another station. In this event you are
to ensure nessage traffic for the downed site is processed
just as if it were nessage traffic for your station. In
the event your station is the one having problens, you may
be required to perform alternate site (altsite)
processing. Installations have alternate, or back-up TCCs
for just such an occasion. An altsite is another building
on the installation that has equipnent capable of



performng the TCCs mssion while the TCC is inoperable,
giving us another way to ensure nessages get to their
final destination.

EAPs (Energency Action Pl ans)

Besi des actions that would warrant us to have to utilize
WARP, there are other emergencies that can occur in the
everyday workings of a TCC or any other facility. To
ensure TCC personnel are prepared for any energency they
utilize Emergency Action Plans (EAPs). EAPs are step-by-
step instructions that tell you exactly what you are to do
in an energency situation; for exanple, a fire, natural
di saster, or bonb threat. These plans are witten in an
orderly, clear, and conci se manner so anyone in the TCCis
able to performthe instructions on them The goal is to
elimnate problens caused by anxiety or nervousness in

operators performng the plan. Directives require
practicing the EAPs once every 90 days. Don't take these
practices lightly, your life or a co-wrker’'s life may
depend on your ability to performthe EAP.

M N M ZE

This is a condition inposed by commanders to reduce and
control the flow of both record and tel ephone
communi cations to essential traffic only. It can be

inmplemented in the case of an actual or simlated
energency. Actual energencies could range from civil
di sturbance to natural di sasters or war. Simulated
enmergenci es are the exercises and other training scenarios
enacted at installations to test wartinme readiness. No
matter what the reason, MNMZE serves to |limt the
volunme of nessage traffic in TCCs and the tel ephone
traffic at the installation. Restrictions are applied to
routine traffic to ensure the flow of essential traffic.
Custoners who have essential traffic that nust travel
t hrough AUTODIN during a M N M ZE i nposed tine period nust
acknowl edge “M NIM ZE CONSIDERED’ on the nessage. This
serves to alert AUTODIN work stations that the nmessage is
essential and nust travel through AUTCD N

SUSTEL

When inposed, SUSTEL is a condition that suspends all
tel ecommuni cation actions at an installation. The
Conmander at t he installation i mpl enment s SUSTEL
procedures. Wien in place, SUSTEL stops all nessage

traffic from comng to the TCC. An installation that has
been taken over by an eneny during war woul d be an exanple
of where SUSTEL woul d be i npl enent ed.

Mlitary communications systens are divided into two
general classes—tactical and strategic. Tactical systens
are self-contained within a command or a system supporting
a honogeneous purpose or activity. An exanple of this
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woul d be the communications used for control of a weapons
system an early warning system specific aircraft
novenents, or |ocal conmand networKks.

Strategi c communi cations systens are generally global in
nature and are operated on either a comon user or speci al
purpose basis. Wile a strategic system may be confined
within a specified area or limted to a particular type
traffic, the configuration is such that inter-operation
with other strategic systens is possible when desired or
required. As vyou mght well inmagine, equipnment and
procedural conpatibility between strategic systens is
essential to facilitate efficient traffic interchange. For
exanple, a Wrldwide Routing Plan is a prerequisite to
allied strategi c signal operations.

Changes affecting AUTODI N

This lesson deals specifically with ongoing changes in
Automatic Digital Network (AUTODIN) and tel econmunication
center (TCC) methodology for nessages. DoD has nandated
that organi zational nessage traffic mgrate from AUTCD N
to electronic mail (E-mail) on the Defense Data Network
(DDN). The DoD programto inplement the nove to DDN is the
Def ense Message System (DVS). The DMS architecture is
designed to provide witer-to-reader nessage service for
organi zational (i.e., AUTODIN nessages) and individual
(i.e., personal E-mail) wusing a secure mature E-nail
system DMB is an evolutionary programthat is inplenented
in three phases.

Phase | Automates TCCs and migrates UNCLASSIFIED message traffic
(Began in FY 1994) from AUTODIN to DDN.
Phase Il Fields security protocols with X.400 message and X.500

(FY 1995 - FY 2000) | directory services, which allows writer-to-reader message
service and closure of TCCs.

Phase llI Continues the implementation of a mature writer-to-reader
(FY 2001 -FY 2008) message service on a secure data network system.

To begin the mgration from AUTODIN, official routine and
priority precedence nessages are sent by E-mail whenever
f easi bl e.

Messages

You, the conmmunications-conputer system operator, are the
primary focal point for information on the preparation of
nessages because no one knows better the needs of the
wor kcenter and the capabilities of the conmmunications
equi prent used for your location. Users look to you for
gui dance and help in every aspect of nessage preparation.
This section isn't designed to give you a conplete
know edge of procedures; instead, it’s designed to
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introduce you to the mmjor areas of message preparation
and perhaps give sone insight to problens that are easily
correctabl e by naki ng you aware of possibl e probl em areas.

Communi cations adm nistrative responsibilities
Modern devel opnents in conmand and control systens are
progressively at an ever increasing pace. Previously,
nessages were manually prepared using DD Form 173. This
entail ed having custonmers in offices throughout the base
draft their own nessages. These fornms would be formally
inspected by a "releaser” to ensure they conplied wth
proper directives. Acting on behalf of the commander, who
was ultimately responsible for official nmessages sent from
hi s/ her command, the releaser would then submt the
message to a Tel ecomunications center. The TCC personnel
were now responsi ble for processing and transnmitting these
of ficial messages.

Regardl ess, the comunications-conputer systens operator
must be up to the task of forwarding comunications
properly and in a tinely manner. In this lesson, we wll
di scuss user responsibilities and adm nistrative control
in dealing with conmunication nmessages.

User responsibilities

The effectiveness of any conmunications systemis directly
i nfluenced by those it serves. This is true whether the
user actually operates the termnal facility (as in a
radi o tel ephone systen) or sinply provides traffic input
(as in nost strategic conmunications systens). To realize
maxi mum benefits from available services, it is essentia
that the wuser be famliar wth the mssion and
capabilities of the conmunications system as well as wth
the rules governing its wuse. Later, we wll discuss
information pertinent to all nessage originators and the
operators that handl e nessage traffic.

Conmruni cations requiring expeditious delivery are normally
prepared for transmssion in the formof brief and concise
nessages. The origi nator (the office of primary
responsibility, OPR) of a nessage is the authority in
whose nane a nessage is sent, or is the conmand or agency
under direct control of the authority approving a nessage
for transmission. The originator is responsible for the
functions of the drafter and releasing officer. Several
people may be involved in the transm ssion of a nessage.

These include the drafter, the rel easer, and the
ori gi nator.
Drafter

A drafter actually conposes a nessage for release by the
originator. The drafter is the person who conposes or
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wites official messages. Sone of the responsibilities of
the drafter are:

e Addressi ng nessages properly

 Conposing the text in a clear and conci se manner
 Applying the appropriate security classification
» Determ ning the precedence

e Determining the nmethod of transnmitta

Rel easer

A rel easer nmay authorize transm ssion of a nmessage for and
in the nane of the originator. The releaser is the person
who officially represents the commander and is responsible
for correct nessage preparation. There may be severa
nessage releasers who are responsible for naking sure a
message is technically accurate and in Kkeeping wth
command policy. The rel easer ensures that nessages:

e Conply with directives
 Are released to the TCC with speed and efficiency

e Are provided a Date Time Goup (DIG - the official
rel easing time of a nessage

Rel easers are required to enter their nanes, titles,

of fice synbols, and phone nunbers on diskettes as well as
on paper DD Form 173s. Drafter entries are optional. Al

nessages, whether manually prepared on a DD Form 173 or

floppy diskette, must conply with Ar Force regulations
that govern comunications. Drafters, releasers, and
commanders nust carefully exercise their responsibilities
to ensure nessages are properly processed.

Oiginator's Responsibilities

The originator is the command or authority in whose nane a
nessage is sent. The originator of a nessage is not a
person, it is the organization the nmessage is comng from

Various organizations throughout a base are responsible
for sending nmessages to support their mssion. Each
organi zation is considered the originator of nessages sent

from their particular command. The commander of that

organi zation is ultimately responsible for all official

nessages sent from their comand. O course, this
responsibility is usually delegated to subordi nates.

The originator is also responsible for following the
policy and procedures for preparing and releasing the
nessage. The originator may request the TCC to confirm
when an electrically transmtted nessage has reached the
nessage addressee(s) or their servicing TCC. Normally, you
will Iimt such requests to nondelivery nessages having a
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severe nlitary, political, or loss-of-life inpact.
Confirmation of delivery on general nessages and nessages
havi ng wi de distribution may not be requested. Oiginators
will contact their servicing TCC for special instructions
to annotate confirmation of delivery on their nessages.

The originator of a nmessage has certain definite
responsibilities such as determ ning whether the message
is necessary. For exanple, a nessage is not to be used
when a letter or other formof comunication will suffice.
The originator determnes the addresses and the type of
nessage to be sent and al so ensures the proper use of the
prescribed nessage fornms. In addition, the originator
ensures that the nessage text is drafted appropriately and
determnes the security classification and nessage
precedence. Lastly, it's the originator’s responsibility
to ensure that the releasing docunment is signed by the
releasing official and that the nessage is forwarded to
t he appropriate agency for transm ssion

Adm ni strative contro

Certain adm nistrative requirenents nust be net in order
to ensure that mlitary comunications systens fulfill the
demand for satisfactory service. In this regard,
adm ni strative control should do the foll ow ng:

a.Provide a continuous and energetic program to review
and achi eve efficient use of conmunication services at
each level of command. Periodic inspections should be
made wi thin each communi cati on workcenter to determ ne
that existing instructions governing the use of
service are being followed. Any oversights or
deficiencies by originators should be directed to the
originating activities for suitable review and
corrective action

b. I npl ement continuous training and educati onal prograns

desi gned to famliarize per sonnel with t he
availability and effective wuse of comunications
servi ces, syst ens, and conmuni cat i ons security
materi al .

c. Monitor each workcenter daily or weekly in order to
mai ntain proper standards of efficiency or rmake
i mprovenents whenever conditions dictate.

d. Ensure pronpt release and delivery of nessages so the
workload may be distributed as evenly as possible
t hr oughout the business day. Allow ng accunul ati on and
delivery of nessages for transm ssion at the close of
the day should be avoi ded because such action defeats
precedence assi gnnent and pl aces an unnecessary burden
upon conmmuni cations personnel and facilities.
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e. Devel op energency action plans that indicate actions
to be inplenented automatically when energencies
ari se.

f.Brief staff and other personnel concerning MN M ZE
requirenments in order to preclude m sunderstandi ng and
confusion when application is necessary. This should
i nclude proper liaison wth users, the |ocal
di stribution agency, and the conmuni cati ons workcenter
so as to control origination and transm ssion of
nmessages in accordance wth restrictions inposed
during M N M ZE peri ods.

El ectronic Mail (E-Mil)

As the use of electronic mail (E-mail) expands worl dw de,
we, the conmunications-conputers system operators, rnust
ensure that only properly reviewed and cleared information
is placed on today’s nodern comunications-conputer
systens. Renenber, if you can send an electronic nessage
around the world, other people, other than the intended
recipient, may be reading it as well.

Types of E-Mil
There are several types of E-Mail in use in the Air Force

today. They include, both for *“Oficial Use”, and
“Aut hori zed Use”. Let’'s take a | ook at both.

Oficial Use

This type includes, routine A r Force comunications,
energency communi cations and conmmunications that the Ar
Force deternmines are necessary in the interest of the
Feder al Gover nnent . Oficial use may i ncl ude
comuni cations approved by commanders in the interest of
noral e and wel fare, enployee professional devel opnent, or
communi cations by mlitary nmenbers and other Ar Force
enpl oyees who are deployed for extended periods away from
horme on official A r Force business.

Aut hori zed Use

Aut horized use includes incidental uses that are
authorized by the Air For ce. They include  brief
communi cations made by Air Force enployees while they are
traveling on Government business to notify famly nenbers
of official transportation or schedule changes. Personal
comuni cations from the Air Force enployee's usual work
place that are made required to be made during working
hours such as scheduling doctor, auto or hone repair
appointnments are also considered authorized use of
el ectronic mail.
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Organi zati onal E-Mi l

E-mail that is originated from an organi zation's mail box
(office account) and transmtted via E-mail to another
organi zation's mail box (office account). Organizational E-
mail includes official conmunications such as letters,
nmessages, nenoranduns, reports, etc. Oganizational E-nail
should be coordinated through the appropriate offices
prior to release. It nust be released by a designated
releasing official. You should address organizational E-
mail to an organization's mail box (office account).

| ndi vi dual E- Mai |

These nessages include conmunications between individua
DoD personnel within admnistrative channels, bot h
internal and external to the specific organizationa
element. Formats do not necessarily follow any specific
structure; however, if the information is official, the
sanme policies apply as for organizational E-mail. Such
nmessages do not generally commt or direct an organization
to performa task. Individual nmessages and those requiring
only basic transm ssion service will be treated as part of
this type nessage.

Rul es regardi ng E-Mil

Below are just a few of the rules to consider when using
an e-mail system The conponents we will be concerned with
are: nmail boxes, authentication of nmessages, and when and
when not to use E-Mail.

Mai | boxes
Each organization or office, where the capability exists,
has an organizational E-mail account. Organizationa

accounts wuse the standard organizational abbreviation
(found in AFDIR 37-135, Air Force Address Directory), and
the functional address synbols (FAS) (as listed in AFMAN
37-127, Air Force Standard Functional Address System, as
the account i dentification. An exanple would Dbe:

333TRS/CC. 333 TRS is considered to be the organizationa

part and “CC’ as the functional address synbol. A nessage
addressed to 333TRS/CC would be sent to the commander of
the 333 TRS

NOTE: The entire 37 series of publications, (AFPD, AFMAN, AFIs) are currently slated to
be come 33 series publications as part of the SC/IM merger. The 37 series listed
throughout the text may be changed before printing of this publication.

Each office should designate an individual to nmonitor the
account's mailbox regularly to ensure nessages requiring
action are acted upon pronptly. In addition, this also
decreases a potential system problem by having a nmail box
full of unread mail. This problemusually manifests itself
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when the system runs out of avail able disk storage space.
Usual Iy, individuals will have individual E-mail accounts.

Aut henti cati on

Organi zational E-mail should contain a conplete signature
el enment clearly indicating who sent the comunication, the
term"signed,” and the authority line, if appropriate.

Wthin the chain of command, recipients wll consider
correspondence and docunments received via E-mil as
authoritative when a signature is indicated. Indicate the
signature by the word "signed" or the letter "s." For
exanpl e:

signed or s

WAYNE A. SM TH, Captai n, USAF
Chief, Information Systens Branch

I ndi vidual E-mail should identify the sender, but may use
a less formal signature elenment. You may omt the close if
t he conput er automatically gener at es sender
identification.

When can E-Mail be used?

You may use E-nmail instead of the telephone for
uncl assified organi zational and individual nessaging. E-
mail is used ahead of the Base Information Transfer System

(BITS), US Postal Service, facsimle (FAX), or the
Tel ecommuni cations Center (TCC), whenever possible.

Can dassified Informati on be sent via E-Mail ?

Classified information wll not be entered into or
transmtted via E-mail systens unless transmtted over an
approved secure network (i.e., DSNET 1, 2, 3) from a
secure workstation to a secure workstation.

Can | send Uncl assified I nfornmation?

You may transmt unclassified information using e-mail.
However, DO NOT transmt information requiring any specia
handl i ng instructions; i.e., Exclusive For, Personal For
Limted Distribution, etc., on E-mail systens that are not
accredited or certified for that purpose. D scretion nust
be exercised in transmtting the followng types of
uncl assified information via E-mail:

e Privacy Act - A Privacy Act system of records is a
group of records containing personal i nformation
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retrieved by nane or personal identifier. An exanple of
a system subject to the Air Force Privacy Act Program
is a data base that retrieves or cross indexes by
personal identifiers (e.g., social security nunber).

e« Trade Secrets and Commercial or Financial information -
Trade secrets and commercial or financial information
given in confidence.

e For Oficial Use Only (FOUO - Ensure adequate
protection is afforded FOUO material being transmtted
via E-mail to prevent unauthorized disclosure. Include
paragraphs and page markings, along wth an FQUJO
statenent if appropriate. See AFl 37-131, Freedom of
Information Act Program if you frequently handle FOUO
materi al .

Oficial Infornation

Use E-mail for the novenent of official information. This
i ncl udes organi zational and individual conmunications.

Moni toring E-Mail

In accordance with applicable |aws and publications, use
of Federal Governnent communications systens nmay be
noni t or ed. Enpl oyees should wuse Federal Gover nnent
communi cations systenms with the understanding that such
use rmay serve as consent to nonitoring of any type of use,
including incidental and personal uses. In addition, E-
mail is recorded at several |ocations during transm ssion
and may be reviewed at a later date. The originator has no
control over this recorded information.

E-Mai|l Etiquette

When using electronic mail, check your e-nmail inbox for
nmessages on a regular basis. Follow the usual chain of
command when sending nessages up the line as you would
when using paper correspondence. You should send courtesy
copies as necessary. Respect the privacy of others by
asking permssion to forward the original author's e-nail
nessage, unless the nmessage is part of a chain of conmand
conmuni cat i on.

Avoid overburdening the e-mail system resources by
frequently sending e-mail to nass addressees such as the
entire base population or your whole unit. This can be
wast eful of others tine, and of the conputer resources to
deliver it. Only send nessages to a very large nailing
distribution list when it is essential. Make sure that you
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are sending the nmessage to the intended audience or
reader(s). You should try to exercise good judgnent in
deciding whether to reply to very large nmailing list. You
may create and nmake use of a mailing list to expedite a
wor k project.

Place critical incomng or outgoing nessages in system
file folders and organize them by categories to aid in
future searches/retrievals.

Exit fromthe e-mail program whenever you finish using e-
mail. Never |leave an active termnal unattended. This
hel ps prevent unauthorized use of your system Wuld you
want a disgruntled co-worker to send a derogatory note to
your supervisor, using your termnal, and name? Probably
not .

In addition, you should delete outdated or unwanted
incomng and outgoing nessages. These nessages take up
needed system resources and are wasting space. Archive
nessages of long term value or save them to a floppy
di skette for future reference.

Additional rules to follow when using e-mail:

1. Remenber the basic elements of effective witing:

clarity, brevity, and courtesy.

Be di screet and professional.

Use a tone of address that is appropriate to your

recipient.

Lead the nessage with the nost inportant infornmation.

Make your main point in the first paragraph. GCte all

guotes, references, and sources.

Respect copyright and |icense agreenents.

Wat ch your | anguage.

Avoid enotion-laden terns, sarcasm j oki ng, or

di scrim natory ternmns.

Use the nore common abbreviations such as: FYl (for

your information), FWW (for what it's worth), BTW (by

the way), FAQ (frequently asked questions), and et al

(and ot hers) as appropriate.

10. Send the original back with the reply or just enough
text to indicate what you are responding to. This
serves as a quick remnder to the sender and saves
time.

© OoNo Gk~ Wb

Message Preparation and Standard Aut onated Renote

to AUTODI N Host ( SARAH)

Beginning in January 1993, TCCs stopped accepting DD Form
173 or plain bond paper to transmt nessages. Today,
nmessages are created on either 3.5 or 5.25" floppy
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di skettes using SARAH Lite or other SARAH Comuni cati ons
conpati ble nessage preparation software (e.g., Joint
Aut omat ed Message Preparation System (JAWS), the Arny's
DINAH-Mte, MIF Editor, etc.).

General Message Preparation

SARAH-Lite or ot her SARAH Comruni cations  conpati bl e
nessage preparation software packages allow custoners to
conpose nessages using a DD Form 173 tenplate. Custoners
using SARAH LITE are not able to transmt nessages
directly from their offices; they mnust bring their
di skettes to a SARAH COW workstation (another software
package) or to a TCC which is equipped with a Mssage
Distribution Termnal (MDT). Both of these prograns allow
for transm ssion of nessages. Conmanders' offices and
command posts that deal with heavy nessage traffic are
usual Iy equi pped with SARAH COW wor kst ati ons. The Message
Distribution Termnal is connected directly into AUTODI N
and is located in the TCC

U S. Message Text Format (USMIF) Messages

The USMIF program objective enhances joint and conbat
ef fectiveness through standardization of nessage formats,
data el enments, and informati on exchange procedures. USMIFs
result in the services using the same nessages with the
same information content. USMIFs thus provide comanders a
conmmon nessage f or mat and conmon | anguage- - bot h
i ndi spensabl e to successful joint operations.

Al nmessages (USMIF and Ceneral Service) have a heading

text, and ending. The body of the nessage is the only
portion covered by USMIF rules. Use of software
preparation aids, such as the Joint Automated Message
Preparation System (JAWPS) is recommended for conplex
USMIFs. JAMPS is an Air Force devel oped standard software
package with various output capabilities to produce an
error-free USMIF. This includes the capability to create a
nmessage on a Standard Automated Renote to AUTODIN Host
( SARAH) di sk

General nessage requirenents
These general requirenments apply to the preparation of al
nessage tenplates of the DD Form 173. Many of these
requi renments are done automatically by the conmmunications
sof t war e package.

a. Only upper-case type for al pha characters are used.

b. The text is single spaced and cannot be underl i ned.
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c. Twenty lines of addresses or text (not including the
blocks at the top and bottom of the forn) is the
maxi mum for each page of the nmessage—the | ast page may
have | ess than 20 |i nes.

d. There nmust be no nmore than 69 characters, including
spaces, on any one line. Addresses are limted to 55
characters per line, including spaces. This standard
is to control overprinting at comunications stations
with ol der equi prent that does not automatically wap
text.

e. If the plain | anguage address (PLA) and office synbol
exceeds 55 characters and spaces, the rest of the
address must continue on the next line. Second and
successive lines of an address mnust be indented five
spaces from the first character of the address, and
cannot begin with a slant (/).

f. Only the slant(/) and double slant (//) punctuations
are authorized in the address el enent.

The top part of a DD Form 173 tenpl ate

Oiginators nust fill in the appropriate blocks on the top
part of the form (Fig 1-1) as follows. Sonme of these
blocks are automatically filled in by the nessage

prepar ation software.
Example:

MESSAGE PREPARATION — DD-173 Input ~ 08:29:10

TOF:1840856

JOINT MESSAGE FORM UNCLASSIFIED
PAGE | DTG MON YR | ACT | INFO|CLASS| SPECAT |LMF| CIC | MSG/IDENT
OF 160856 | JUN 92 R U TT | ZYVW

BOOK
MESSAGE HANDLING INSTRUCTIONS

CDC3C051B01-9405-004
Figure 1-1. Top part of DD Form 173 tenpl ate.

SECURI TY CLASSI FI CATI ON

Ensure that the correct security classification is entered
within this bl ock.

PAGE OF

In this block a two-digit nunber is automatically filled

in by the software. The actual page nunber appears on each
page of the nessage.
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DTG RELEASER
This block is automatically filled in by the software.

bl ocks are:
(1) DATE-TIME. This depicts
rel eased by the proper

The

the tine the nessage was
aut henticating authority. The

first two digits represent the day of the current
nonth, and the next four digits represent the
Uni versal Time Coordinate (UTC), or ZULU tine the
nessage was rel eased foll owed by the prosign “Z".
(2)MONTH. The first three letters of the nonth are
entered two spaces after the date-tine el enent.
(3) YR The last tw digits of the calendar year are
entered two spaces after the nonth.
PRECEDENCES
The precedence prosigns that go in this block are:
Y for EMERGENCY COMVAND PRECEDENCE
e Z for FLASH
e O for | MVED ATE
e Pfor PRORTY
* R for ROUTINE
NOTE: This list is not all-inclusive, local conditions may allow unique situations
(1) ACT. The precedence for the action addressees. For

exanple, for a routine nmessage, “R”

(2)INFO The precedence for the informati on addressees.
The precedence assigned to information addressees
cannot be higher than that assigned to the action
addressees. If this precedence is the sane as the
action addressee(s), this block should remain bl ank.

CLASS

A letter that represents the security classification goes
in this block. The letter groups are:
(1)U for Unclassified and Uncl assified FOUQO

(2)E for
(3)R for
(4)C for
(5)S for

Uncl assified EFTO and Uncl assi fi ed EFTO FOUQ
Restricted

Confidenti al .

Secret.

(6)T for

SPECAT

If the message is SPECAT insert the correct letter. If the
nessage i s not SPECAT, the block is blank. The identifying
letters are:

(1) Afor SPECAT S| OP-ESI.

(2)B—+or other types of SPECAT.

Top Secret.
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(3)Fby special agreenent, <certain Top Secret US
originated national nessage traffic addressed to
activities of the United Kingdom or other classified
nessages that contain special handling designators,
such as COSM C, US-UK EYES ONLY, CRYPTO SECURITY,
EXCLUSI VE FOR, DI SCRETE, and LI VE QAK

(4)L—+or nessages containing the special designator,
ATOVAL, addressed to certain NATO conmands. ATOVAL is
defined as atomc or critical weapon designation.

LM

The Language and Media Format (LMF) block is left blank
when the originator desires that the recipient receive the
nessage narrative, which can be read like a book. If the
recipient is to get the nessage in a data format, a LM
code nust be used. The LM consists of two al phabeti cal
characters. The first character represents how the
originator will send the nessage. The second character
pertains to the preferred output device for the addressee.
Only when the nessage format is to be changed from
narrative to data will the drafter fill in the LMF (i.e.
"TC'" for narrative to data). The following list identifies
the three LMF codes used:

e A&T- Narrative nessages
e C - Data nessages

Cl C CA
The appropriate Cont ent | ndi cat or Code
(< ©/ Comruni cati ons Action | dentifier (CAl) is

automatically entered when nessage type is selected (i.e.
ZYUW for narrative nessage). The communications action
identifier consists of four characters that indicate the
"status of the message.” ZYUW inforns the operator that
the message is narrative while ZYVW is used on service
wires. There are also other ClCs/CAls that may be used.

ORI G M5G | DENT

The ORIG MSG IDENT is a unique sequence of characters
assi gned by nessage originators for positive
originator/ nmessage identification. This usually consists
of al phanunmeric characters that represent a specific
office followed by the local tinme the nessage was prepared
(i.e. TTCCT 0730). The originating office s Functional
Address Synbol (FAS) (not nore than five letters) is
placed in this block. For exanple: TTCCT; FAS for the
office is TTCCT. This identifier nust be exactly the sane
on all pages of the nessage.

BOXK

If a “NO or blank is present, then all addressees wl|
see all adresses to which the nessage is sent. If a “YES
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is present, the message is still sent to all adressees,
but the communication equipnment strips away all other
adresses so that each recipient only sees their address.

MESSAGE HANDLI NG | NSTRUCTI ONS
This block is usually blank, but special cases allow for

speci al consi der ati on—onsul t your | ocal oper ati ng
i nstructions.

General addressing el enents

FROM

The PLA of the ORIANATOR is entered here. The
originator’s address includes the PLA followed by a FAS
(Functional Address Synbol) or office synbol (i.e. 333TRS
KEESLER AFB M5/ /TTCCT//). If there are two or nore FASs, a
single slash separates the offices (i.e. /[/COTTCCT//).
The first FAS represents the office that is primrily
responsi ble for acting on a nessage.

TO

The plain |anguage addresses of the addressees that a
nessage is destined for are entered here. Al addressees
listed after the prosign TO are considered ACTION
addressees. Action addressees are responsible for taking
action on a nmessage. An AIG (Address Indicating Goup), if
i sted, nust be listed as an action addressee.

ZTTUZYUW RUVKAAA2890 1971500-UUUU--RUCLERA.
ZNR UUUUU

Z 1614557 JUL 96

FM 403 WRS KELLY AFB TX//ACF//

TO AIG 4544

INFO RHWRATC/HQ AFMPC RANDOLPH AFB TX//ACF//
XMT 2146CS RAF MILDENHALL UK//ACF//

BT

UNCLAS

MSGID/GENADMIN/HQ AETC//

SUBJ/COLLECTION PROCEDURES//

RMKS/DUE TO THE IMPROPER HANDLING OF RED TICKET ITEMS, THERE HAS BEEN A
CHANGE TO THE HANDLING DISPOSITION OF THESE ITEMS.//

BT
#2890
NNNN

Figure 1-2. Message Addressed to an AIG
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Al Gs (Address Indicating G oups)

AlGs are a form of mlitary address designators. They
represent a predetermned list of specific and frequently
reoccurring conbinations of action and/or information
addressees. The receiving TCC has a listing of addressees
to which the AIGis assigned. Distribution is acconplished
using the addressee listing. Figure 1-2 shows an incom ng
nmessage for Keesler’'s TCC that’s addressed to an Al G

| NFO (| NFORMATI ON)

The PLAs of the |INFORVATION addressees are entered
followng this prosign. These addressees are receiving the
nmessage for information purposes only; they are not
required to take action on the nessage.

BT

The prosign BT indicates a break in text.
Note: There is a BT before and after the text.

TEXT

The first line of text on every nessage is the
classification followed by any special project identifiers
such as EXCLUSIVE FOR or NOFORN (no foreign nationals).
The main purpose of the text is to convey the thoughts and
i deas of the originator.

Al l classified nmessages shoul d have downgr adi ng
instructions as the last entry of text. At the tine of the
original classification of a nessage, a decision is nade
by the originator to declassify information based on the
amount of time the information requires protection in the
interest of national security. President dinton signed
Executive Oder 12958, titled “dassified National

Security Information”, in 1995 making it |aw Executive
Order 12958 prescribes a uniform system for classifying
and decl assi fyi ng classified nat i onal security

i nformation.

Most classified messages have a declassification date of
10 years or less fromthe initial classification decision.
The date for declassification will not exceed 10 years
unless it falls into an exenption category, such as
permanent historical value (PHV) information. An exanple
of historical would be information that would assist in
t he devel opnent or use of weapons of nass destruction. PHV
information is automatically defaulted to declassify 25
years from the initial classification date. Decisions to
extend the classification of information beyond 25 years
must be concurred by the President or the |nteragency
Security O assification Appeals Panel.

Al so downgr adi ng i nstructions are di fferent from
decl assification instructions. To declassify is to convert
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classified information into unclassified information. To
downgrade is to lower the classification to a |ess
restrictive one, such as TOP SECRET to CONFI DENTI AL.

The nost comonly used downgrading instruction is
DECL/ OADR/ /. DECL is short for declassify and OADR is an
acronym for originating agency’ s determ nation required.

DI STR (Di stri bution)

If the drafter of a nessage wants copies of the nmessage to
be sent to internal offices within their wunit, their
offices are listed here. (Ex. Commander's Read Fil e)

Drafter

Drafter entries are optional. Wen used, the drafter
includes nane, title, office synbol, and phone nunber. If
the drafter al so happens to be the rel easer, the statenent
“SAME AS RELEASER’ may be used.

Rel easer

The typed nane, title, office synbol, and phone nunber of
the releaser is entered in the releaser block. Renenber
the releaser is the official representative of the
commander who has been given the authority to release
of ficial messages. This information is nmandatory.

All  address elenents nust contain the organization,
geographical |ocation, state, or country. The address is
followed by two slants, the FAS, and closed by two slants.
When the nessage is addressed to two or nore FASs in the
same organi zation, they are separated by a single slant.
No punctuation is to be used in the address elenents. The
el enments shoul d be conpleted as foll ows:

FROM
The originator’s PLA and FAS.
Exanpl es:

(1) FROM HQ AETC RANDOLPH AFB TX// SCM /
(2) FROM HQ AETC RANDOLPH AFB TX// DO/ LG /

TO
The PLA and FAS for the action activity or activities.
Exanpl es:

(1) TO HQ ACC LANGLEY AFB VA/ / SCM /
(2) TO HQ ACC LANGLEY AFB VA// DO/ LG /

| nf or mati on addr esses

These are activities that need the nessage for information
pur poses (people who need to be inforned of the text but
have no need to do any action on the text) only. “INFO
followed by the activity’s PLA and FAS will appear if



26

used. No colon is used after “INFQ” “INFO appears only
once; all addressees appearing on successive lines after
| NFO are consi dered i nformati on addressees.

Exanpl e:

FROM HQ AMC SCOTT AFB | L//DQ/

TGO HQ ACC LANGLEY AFB VA//DCO/

| NFO HQ AFCA SCOTT AFB 1L/ /LG

HQ PACAF H CKAM AFB H // LG/

Nonel ectrical delivery

Addressees that will receive the nessage by a neans ot her
than electrical (such as by nmail or by nessenger) are
indicated by “ZEN.” The nessage originator, not the
conmuni cations workcenter, is responsible for delivery of
“ZEN'" nmessages.
Exanpl es:
(1) FROM HQ AMC SCOTT AFB I L// DO/
TGO HQ ACC LANGLEY AFB VA/ DCO /
ZEN HQ AMC SCOTT AFB | L// DK/ /

(2) FROM HQ AMC SCOTT AFB I L// DO/
TGO HQ ACC LANGLEY AFB IL//DCO/
| NFO ZEN HQ AMC SCOTT AFB | L// DO/ /

Al G use

Address Indicating Goups (AIGs) nust be indicated as
action addressees. Also, additional addressees nmay be
included in the address format. An individual AG
addressee can be exenpted from receiving the nessage by
using “XMI.” Al addressees who are exenpted nust have XMI
appearing before the addressee.

Exanpl e:

TO AIG 179

HQ AETC RANDOLPH AFB TX// DQ DA/ /
| NFO HQ AFSPACECOM PETERSON AFB CQO' / DO DA/ /
XMI' HQ ACC LANGLEY AFB VA

The text of a DD Form 173 tenpl ate

The need for brevity in nessage preparation is stressed in
al | cases. To avoid msinterpretation and further
expl anatory nessages, the nessage nust state exactly what
is neant and nust not be vague or anbiguous. Wile
mai ntai ning consistency with this rule, all wunnecessary
words are to be elimnated. Commonly used conjunctions,
prepositions, and articles (and, but, for, in, on, & the)
are to be elimnated unless essential to the nmeaning of
the nessage. Abbreviations and short titles are used in
messages in order to shorten the text, thereby saving
transm ssion tinme. It’s inmportant to renenber that
i nappropriate use of abbreviations can result in a |oss of
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intelligibility and exact ness. Ther ef or e, only
abbrevi ati ons and short titles agreed upon for use between
the originator and all addressees of a particular nessage
are generally used. Wrds of five letters or |less are not
normal |y abbreviated. Al so, after initially spelling out a
word, term or organization along with its abbreviation or
short title, the acronym may then be used alone in the
sanme nessage (like Defense Data Network, DDN).

Punctuation in a nessage is also limted and the use of
many of the synbols and punctuation marks nmay not be
allowed in messages due to the limts of the systens in
use. Early systens wused the International Telegraph
Al phabet, Nunber two (1 TA2) but today’'s systens are noving
nore toward the American Standard Code for Information
I nt erchange (ASCII).

Phonetics are still used in many situations of
comuni cations where it is necessary to include isolated
letters in nessages. Qther uses for phonetics would be in
expressing lettered map coordi nates or ordering equi pnent
by letter and nunbers. Just as a refresher, here is the
phoneti c al phabet:

ALFA;, BRAVO CHARLIE;, DELTA; ECHO FOXTROT; GOLF; HOTEL;
INDIA; JULIET; KILO LIMA, MKE NOVEMBER OSCAR;, PAPA;
QUEBEC, ROVEQ, SIERRA;, TANGO, UNIFORM VICTOR, WH SKEY;
XRAY; YANKEE; ZULU.

Nunbers may be witten as digits or spelled out. Wen they
are spelled out, they are expressed in words for each
digit except when the nunerals 10 through 20 may be
expressed as one word (like sixteen) or as exact hundreds
or thousands. For exanple: 123.4 is witten ONE TWD THREE
PONT FOUR 546 is unm stakable as FIVE FOUR SIX But,
FIVE FORTY SI X could be interpreted to nean 546 or 5406

500 is witten as FIVE HUNDRED and 20,000 as TWENTY
THOUSAND. Wth these thoughts in mnd, let’s turn our
attention to the lines of the text.

UNCLAS

VBG DY GENADM N HQ ACC/ /

SUBJ/ EXERCI SE SAFETY//

REF/ Al MBG HQ ACC DOY/ 291500ZNOV95/ /

POC/ NAME/ RANK/ ORGANI ZATI ON/ LOC: BASE/ TEL: DSN XXX~ XXXX/ /
RWKS/ EXERCI SE PLAY SHOULD BE AS REALI STIC, BUT AS SAFE AS
POSSI BLE. THI' S MESSAGE FOR TRAI NI NG PURPOSES ONLY. //

Figure 1-3. USMIF Message

The text of every TCC nessage should be in USMIF (United
States Message Text Format) as shown figure 1-3. USMIF was
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created to have a nessage tenplate so that all nmessage
text, no matter which office is the originator, it is in
the same format. The first line of USMIF contains the
message identifier, then the originator of the nessage.
The subject line follows and then at a mninumthe renmarks
section is identified on the next line. USMF can be
created automatically using the software program called
JAWPS (Joi nt Aut omated Message Preparation System

MG DY (MeSsaCGe ID) - It tells the reader which format to
expect for the nessage and conveys information about the
subject of the nessage. It also identifies the type of
nmessage.

SUBJ/ - The subject line identifies the content of the
nessage.
REF/ - (REFerence). ldentifies to the reader any previous

conmuni cations or correspondence that affect the nessage.
If no material is being referenced, REF is not used.

POC - ldentifies a point of contact for a nessage.

RWKS/ - The actual idea or thought the originator wants to
get across.

First line of text

The first line of text begins two lines below the |ast
address elenent. The first letter of each line of text is
flush with the left margin. On the first line and in this
order you'll find: the security classification, special
handl i ng designators, flagwords, codewords, and exercise
nane. This order is adjusted accordingly if not al
el enents are used. Qther indicators that concern security
should be placed as near the classification as possible
within the above order. One space is between each letter
of the classification, except for unclassified.
Exanpl e:

UNCLAS

UNCLAS E F T O FOQUO

S ECRET SPECAT SI OP- ESI

Second | i ne

The second line of text mnust include the nessage subject.
It may also contain delivery instructions, action
suspense, nessage division into parts, and reference. If
necessary, these may be continued on subsequent |ines of
t ext. Delivery instructions identify the specific
addressee to whomthe nessage is to be delivered.
Exanpl e:

UNCLAS

FOR MAJ CARL JONES

Subj ect line

The subject line identifies the content of the nessage
Al'l nessages have a subject line containing the follow ng:
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the letters SUBJ: followed by a nmessage subject. If the
nessage is classified, identity of the subject’s
classification is shown by the appropriate classification
synbol .
Exanpl e:

CONFI DENTI AL

FOR MAJ CARL JONES

SUBJ: OPERATI ON CLEAN SWEEP (U)

Act i on/ Suspense

The action/suspense indicates when the required action
needs to be conpleted. Exanple: “SUSPENSE:” followed by
the required date. A nmessage nay be divided into parts
when portions of the nessage do not apply to all
addr essees.
Exanpl e:

UNCLAS

FOR (i f needed)

SUBJ:

SUSPENSE: (if needed)

TH S MESSAGE | N THREE PARTS

PART ONE FOR ACC

PART TWDO FOR AMC

PART THREE FOR ALL
When references are used, their identification is on the
second or subsequent |ine of text.
Exanpl e:

UNCLAS

SUBJ: CLEAN SVEEEP

REF: AF/ SI M 071830Z NOV 96

Mai n body

The body of the nessage begins just below the second |ine
of text. The main body should be brief because the |ength
of a nessage directly burdens the handling time wthin
communi cations channels. Al lines nust begin flush with
the left margin. For classified nessages, all paragraphs
and subpar agr aphs must be mar ked with their
classification. The last line of classified nessages nust
i nclude declassification or downgrading instructions. For
exerci se nmessages, the last words of the text will always
be “EXERCI SE,” followed by the exercise identification.

Date and tine

As you probably already know, mlitary date and tinme is
represented differently than civilian time. In this | esson
we'll explore mlitary date and tine so you, the
comuni cations  specialist, are able to conmunicate
effectively with both your peers and the customers using
your conmuni cations systens. W have al ready discussed how
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the DIG is entered on the DD Form 173 tenplate, so now
let’s take a closer |look at how the mlitary date and tine
i s devel oped.

The date-tine group (DTG is the date and tine a nessage
was officially released for transm ssion.

At this point it may be a good idea to refresh your nmenory
about the 12-hour/24-hour clock system and the date-tine
group rules. As you may recall, from your previous
training, the 12-hour clock system is the nobst conmon
method of telling tinme used by civilians. In contrast, the
24- hour clock system used by the mlitary is based on the
principle that a day consists of 24 different hours (0000-
2300). The 24-hour clock is always expressed in four
digits that elimnates the need for punctuation and
suffixes. The first two digits show the hour of the day
and the last two digits, the mnutes after the hour. In
mlitary communications there is no such time as 2400.
Instead, we use the mnute before (2359) or the mnute
after (0001).

In communi cations use, the day of the nonth is indicated
before the tinme of day. For exanple, the 23rd of the
nonth, at 1450, is witten 231450. In sonme cases, you al so
indicate the nonth of the year; for exanple, 231450 SEP.
Wien expressing the nonth, use the three-letter
abbreviation (JAN, FEB, MAR, APR NMAY, JUN, JUL, AUG SEP,
OCT, NOV, DEC). The conbination of the day, tine, zone
i ndicator, nonth, and year is a conplete date-tine group
(231450Z SEP 91).

Ti e zones

A unique item used by the mlitary in its expression of
time is the time zone indicator. Wth the use of tinme zone
i ndicators, sonmeone in one part of world is able to
communi cate with soneone in another part of the world
about the time of an event’s occurrence w thout confusion
The nobst common tine zone indicator used is the *“Z” which
is Geenwich Mean Tine (GMIN and begins at G eenw ch,
England. This tinme is also referred to as “Zulu” tinme. In
addition to GMI, there are 24 other time zones as
indicated in the tinme zone figure. Wen expressing tine
m dway between zones, both letters are used.

Coor di nat es

The 24 equidistant divisions of the earth’'s surface are
divided based on coordinates of Longitude East and/or
West. Coordinate divisions are straight lines frompole to
pole and will not, in nost cases, conform to time zone
del i neations over |and areas. Each hour of tinme is thus
related to approxi mately 15 degrees of distance.
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Lettering the zones

The 25 tinme zone areas are identified by use of letters.
Beginning with the letter “A” which is just east of
G eenwich, England, the letters extend eastward through
“M” The letters “M and “Y’ share the international date
line zone. The letter system from “Z" going west begins
with “N° and extends westward through “Y,” again ending
with the international date |line and sharing the zone with
“M” The letter “J” is omtted (history suggests that J
was not used when the tine zone chart was first agreed
upon by international navigators because the Spanish
al phabet had no J).

The plus and mnus way to cal cul ate a zone

The plus and mnus system is probably the nost commonly
used calculation. It begins at the zone through which the
zero neridian passes (bisecting G eenwi ch, England, thus
“Geenwich CGvil Tinme, or Geenwich Mean Tine”). M nus
zones begin with -1 and extend eastward through -12. The
pl us zones, begin with +1 and extend westward through +12.
Thus -12 and +12 are the same zone.

Determning “Z” tine

If the time involved is given in AMPM hours and you w sh
to know the corresponding Z tine, first convert the AM PM
time to mlitary tine. To do this, start your calculation
fromthe tine zone of the original AMPMtine. Then, count
the time zones between the start zone to the “Z" zone. If
you are counting East, add your count to your original
tinme to get the Z tinme. If you are counting West, subtract
your count from your original time. For exanple, if it is
2:40 PMin Washington D.C., it is 1940Z tinme all over the
world. Tinmes in nessages is expressed as four figures
followed by a tinme zone letter

Most military dates are expressed by one or two figures
indicating the date of the nonth followed by the first
three letters of the nanme of the nonth and the last two
figures of the year. For exanple, 9 Ot 91. A night is
described by the two dates over which it extends. Exanple;
ni ght 29/ 30 Sep 91.

When indicating date and tinme together, the date-tine is
expressed as six figures followed by the tine zone letter.
The first pair of digits indicates the date, the second
pair indicates the hour (on a 24-hour clock) and the third
pair indicates the mnutes past the hour. For exanple,
061530Z (or any other appropriate tine zone letter). The
time zone letter may be omtted in the texts of mnessages
that involve a large nunber of tines and/or date-tine
groups when a covering expression such as “all times
Victor” is used.
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How are Precedences assigned?

A nessage nust not be assigned a precedence higher than
that required to ensure that all addressees receive it

wi thin reasonabl e tinme objectives. The precedence assigned
to a nmessage indicates the speed with which the nessage
nmust arrive at the designated address. Speed-of-service is
based on the total tinme taken to process the nessage from
the time the nmessage is delivered to the originating TCC

to the tine the nessage is available for pickup at the
addressee's TCC. Messages are processed in order of

precedence. There are 5 prosigns (procedure signs) used to
represent these precedences. A prosign is a letter, or
group of letters, assigned a definite neaning.

The precedences and the associated prosigns we'll be
di scussing in this | esson are:

« Y for EMERGENCY COVVAND PRECEDENCE
« Z for FLASH

e Ofor | MMED ATE

e Pfor PRORITY

« R for ROUTINE

The appropriate use of the these precedence categories is
to be determ ned by careful consideration of the foll ow ng
definitions:

Y - Energency (handled as fast as humanly possible with a
goal of less than 5 m nutes)

The letter “Y’ indicates that a nessage has a FLASH
preenption capability desi gnat ed Ener gency Conmrand
Precedence (ECP). This precedence is reserved for the
Nati onal Command Authority (NCA) and certain designated
commanders  of Unified and Specified Conmands are
aut horized to use the ECP capability of the AUTCODI N system
and then, only for certain designated energency action
command and control nessages.

Z - Flash (handl ed as fast as humanly possible with a goal
of less than 10 m nutes)

This precedence is reserved for initial eneny contact
nmessages or operational conbat nessages of extrene
urgency. Brevity is mandatory. Flash nessages are handl ed
ahead of all other nessages of |ower precedence.
Exanpl es of Flash nessage traffic include:

a. Initial eneny contact reports.

b. Messages recalling or diverting friendly aircraft
that are about to bonb targets unexpectedly occupied
by friendly forces.
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c. Messages taking energency action to prevent conflict
bet ween friendly forces.

d. Warnings of inmmnent |arge scale attacks.
e. Extrenely urgent intelligence nessages.

f. Messages containing nmmjor strategic decisions of
great urgency.

Messages of |ower precedence are interrupted on al
circuits involved until handling of the FLASH nessages is
conpl et ed. In aut omati c systens wher e automati c
interruption of |ower precedence nessages is not provided,
adequate procedures are to be prescribed to ensure that
FLASH nessages are not del ayed.

O - Imediate (handled in 30 mnutes or |ess)

The original title was Operational Imrediate, thus the
precedence Imediate was assigned the prosign QO This
precedence is reserved for very urgent nessages relating
to situations that gravely affect the security of
national/allied forces or the popul ace. |Imedi ate nessages
are handled ahead of all other nessages of |ower
pr ecedence.

Exanpl es of | medi ate nmessage traffic:

a. The anplifying of reports of initial eneny contact.

b. Reports of unusual nmajor novenents of the mlitary
forces of foreign powers in tinmes of peace or strained
rel ations.

c. Messages that report eneny counterattack or that
request or cancel additional support.

d. Attack orders to conmt a force in reserve wthout
del ay.

e. Messages concerning |logistical support of special
weapons when they are essential to sustain operations.

f. Reports of wi despread civil disturbance.

g. Reports of warning of grave natural disaster
(earthquake, flood, storm etc.).

h. Requests for or direction concerning distress
assi st ance.

i. WUgent intelligence nessages.
j. Aircraft novenent reports (e.g., flight plans).

K. Cancel lation nessages to prevent unnecessary
search/ rescue acti ons.

Conmruni cations personnel wll process, handle, transmt
and deliver | MVEDI ATE nessages in the order received and
ahead of all nessages of | ower precedence.



34

P- Priority (handled in 3 hours or |ess)

This precedence is reserved for messages concerning the
conduct of operations in progress and for other inportant
and urgent matters when the precedence Routine wll not
suffice. Under normal circunstances, this is the highest
precedence that nmay be assigned to an admnistrative
nmessage. Priority nessages are handled ahead of al
nessages assigned the precedence of Routi ne.
Exanples of Priority nessage traffic:

1. Situation reports where an attack is inpending or

where fire or air support will soon be placed.

2. Oders to aircraft fornmations or units to coincide
with ground or naval operations.

3. Messages concerning i medi ate novenent of naval, air,
and ground forces.

Conmruni cat i ons personnel shoul d process, transmt, handle,
and deliver PRICRITY nessages in the order received and
ahead of all nessages of ROUTINE precedence. ROUTINE
nessages being transmtted should not be interrupted
unless they are very long and a very substantial portion
remains to be transmtted. PRIORITY nessages should be
delivered immediately upon receipt at the addressee
desti nati on.

R - Routine (handled in 6 hours or |ess)

This precedence is for all types of messages that justify
transmssion by rapid nmeans but are not of sufficient
urgency and inportance to require a higher precedence.
Routine nessages are handled in the order received and
after all nessages of higher precedence.

Exanpl es of Routine nessage traffic:

1. Messages concerning norrmal peace time mlitary
operations, prograns, and projects.

2. Messages concerning normal stabilized tactica
operati ons.

3. Administrative, logistical, and personnel matters.

Conmruni cati ons personnel process, transmt and deliver
ROUTINE nessages in the order received and after al
nessages of a hi gher precedence. ROUTINE nessages received
during nonduty hours at the addressee destination may be
held for norning delivery unless specifically prohibited
by the conmand concer ned.

Nor mal |y, the  highest precedence assigned to an
admnistrative nessage is PRICRITY. Wen tw different
precedences are used, the procedure is terned “dual
precedence.” |If the nessage is of dual precedence, the
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precedence to the information addressees wll be of a
| ower precedence. Renenber, the precedence designation
indicates both the relative order in which the

communi cations workcenter transmts a nessage and the
urgency of the subject matter to the addressee. The
drafter selects the proper precedence, based upon the
urgency of the subject nmatter and the speed of delivery
which is considered necessary. Messages are processed by
precedence; first in, first out.
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